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ABSTRACT

KEYWORDS

The number of internet users and devices that are in need for more IP addresses to be assigned to
them is rapidly increasing. A new protocol named IPv6 was developed in 1998 to overcome the
addressing issue and to improve network communications in general. IPv6 is an improved protocol
compared to IPv4 in terms of security since it provides built-in security mechanisms, such as IPSec.
In addition, it brought new functionalities, such as Neighbour Discovery Protocol (NDP) procedure,
which depends on Internet Control Message Protocol version 6 (ICMPv6) protocol messages.
However, IPv6 inherited a number of attacks from IPv4 in addition to new attacks it brought within
its new features. One of the most common attacks is the Denial of Service (DoS) attack due to its
ease of being launched in different ways. A more serious DoS attack can be launched from many
hosts called Distributed Denial of Service (DDoS). DoS and DDoS attacks are thorny and a grave
problem of today’s internet, resulting in economic damages for organizations and individuals.
Therefore, this paper is created to study the properties of DoS and DDoS attacks against IPv6
networks using ICMPv6 messages. Additionally, it analyzes the various existing detection and
prevention approaches that are proposed to tackle ICMPv6-based DoS and DDoS attacks. Moreover,
it explains the existing tools that might be used for performing these attacks.

DDoS; DoS; ICMPv6; IPv6
security; NDP

1. INTRODUCTION
Limited studies on IPv6 Denial of Service (DoS) and Distributed Denial of Service (DDoS) problems have taken
place and few surveys have been published. To the best
of our knowledge, there is no survey speciﬁc to internet
Control Message Protocol version 6 (ICMPv6) DoS and
DDoS attacks in IPv6 network. Nevertheless, two surveys
have been published in that area. First, Tripathi [1] has
only covered DoS and DDoS attacks, which existed in
IPv4 and still possibly do in IPv6 protocol. This means
that the new DoS and DDoS attacks, which appeared
with IPv6 new features, are not covered. Second survey
by Saad et al. [2] focused on only one type of DoS and
DDoS attacks which is the Flooding Attack. Moreover,
there is no coverage for the solutions that are proposed
to address such attacks by both survey papers. This paper
presents a proper classiﬁcation for ICMPv6-based DoS
and DDoS attacks in addition to the approaches which
are proposed to solve those attacks.
In the 1990s, internet engineers started to realize that
IPv4 is going to suffer from the exhaustion problem in
its pool of addresses. The IPv4 address pool (around 4
billion public IP) will not be able to serve all devices in
2020 (40.9 billion forecasted devices) [3]. This exhaustion forced the Internet Engineering Task Force (IETF)
© 2016 IETE

to come up with a new internet protocol, IPv6 with a
larger address space. In 1998, IPv6 was designed as a successor to IPv4 and to eventually replace its capabilities
[4]. IETF in RFC 2460 showed that IPv6 does not only
provide expandability of addresses, it also brings new
features and improvements (such as Extension Headers
and Flow Label) that aim to provide better quality of service, ease-of-conﬁguration, and fast routing of packet for
networking, among others.
In fact, IPv6 introduced several diverse features that were
unknown in IPv4. For example, it provides “plug-andplay” concept based on the Neighbour Discovery Protocol (NDP). NDP allows any new host to generate its own
IPv6 address once it connects to a network [5]. Basically,
NDP protocol uses ICMPv6 messages to accomplish its
functions. ICMPv6 is a very important protocol since it
is responsible for many functions. In addition to the
neighbour and router discovery functions, it has other
tasks related to diagnostics and error reporting of packets
sending [6]. On the other hand, these new ICMPv6
mechanisms are accompanied by with new security
vulnerabilities.
IPv6 networks are already being used for performing
attacks, such as DoS attack [7]. This attack aims to prevent a legitimate user from accessing network services,

2

O.E. ELEJLA ET AL.: ICMPV6-BASED DOS AND DDOS ATTACKS AND DEFENSE MECHANISMS: REVIEW

approaches, there is a possibility of causing network DoS
itself. In contrast, passive techniques do not probe any
packet, rather it only monitors the network and alarms
operators of any potential attacks [13].

Figure 1: IPv6 vulnerability classes [8]

such as web, email, and online shopping. A report from
the National Vulnerability Database showed that the
majority of attacks against IPv6 are DoS attacks as illustrated in Figure 1. Another more serious DoS attack is
called Distributed-DoS (DDoS) attack where the attack
trafﬁc comes from more than one address. These
addresses can be fake; therefore, it is more difﬁcult to
identify the DDoS attacker’s identity [9]. IPv6 DoS and
DDoS attacks are considered as inherited attacks from
IPv4.
These attacks can be remote attacks, where attackers
remotely send their trafﬁc to a vulnerable third party
(zombie), with a spoofed source address (victim’s
address). Spooﬁng the addresses is possible in IPv6 as
well as IPv4. As a result from the remote sending, the
third party responds and replies to the victim, which
causes a ﬂood of trafﬁc towards the victim [10]. Moreover, some of the new features of IPv6 make DoS and
DDoS attacks much easier for attackers. For example,
multicast addresses in IPv6 (e.g. All nodes have site-speciﬁc multicast addresses) provide a new easy way to
launch a ﬂooding DoS attack [11].
As a consequence, many approaches have been proposed
to solve DoS and DDoS issues in IPv6 networks. Some of
these approaches emphasize on preventing the attack
before it actually happens and causes damages. The main
advantage of this type of prevention is its ability to avoid
the impact of destruction that might be caused by such
an attack. IPv6 prevention approach is normally based
on stopping source address spooﬁng, i.e. preventing
address stealing or enforcing policies for network trafﬁc
[12]. Another type of approach tries to detect the attack
based on active or passive techniques. Active techniques
try to ﬁnd out the impact of DoS or DDoS attacks as
early as possible and respond to them. It also relies on its
own network probing for its decision; hence, in active

The rest of this paper is organized as follows: Section 2
explains the new improvements of IPv6 and their effects
on networks security. Section 3 explains the importance
of ICMPv6, and its security threats. Section 4 shows the
most important task of ICMPv6 messages, which is
neighbour discovery. In Section 5, we comprehensively
classiﬁed and discussed the existing DoS and DDoS
attacks based on ICMPv6 messages. Strengths and weaknesses of the proposed security mitigations of ICMPv6based DoS and DDoS attacks are explained in Section 6.
Section 7 lists the available IPv6 attacking tools and,
ﬁnally, we conclude and highligh the future research
directions in Section 8.

2. INTERNET PROTOCOL VERSION 6 (IPv6)
IPv6 is a network layer protocol of the standard OSI
Model; hence, it only changes in the architecture of this
layer without any changes in the other layers [14]. The
main changes in IPv6 as compared to IPv4 are: ﬁrst, the
address of IPv6 is 128 bit, formatted as eight parts of sixbit integers that are separated by colons. IPv6 address
space is 3.4 £ 1038 IPs which is huge compared to IPv4
(4.2 £ 109 IP) [15]. IPv6 packet header format is
changed to a ﬁxed length of 40 bytes. Some ﬁelds of the
new header are taken from the IPv4 format (same name
or renamed) and others are new ﬁelds [16]. Moreover,
IPv6 has the ability to provide quality of service when
needed through the new ﬁeld option, Flow Label [17].
Furthermore, the Next Header is a new ﬁeld deﬁned as a
nested header to support six different options of subprotocols.
IPv6 is designed to improve communication systems to
keep pace with the huge need of IPs in the future. In
addition to address this issue, IPv6 solved many issues
that existed in IPv4, such as mobility and auto-conﬁguration. On the other hand, IPv6 did not entirely solve
issues of security. A typical example of an attack that
affects IPv4 network as well as IPv6 network is the sniffing attack. The snifﬁng attack involves capturing data
and information through network links to be misused
especially when sent in plain text format [18]. Another
common example of such attacks is the Flooding
Attacks, also effecting IPv6. Flooding Attacks happen by
overwhelming the victim with big amounts of packets
which exceeds its tolerating ability. Moreover, IPv6 has
new features which can help attackers in Flooding Attack
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such as new extension headers, ICMPv6 messages and
multicast address (e.g. all nodes are connected to one IP
FF02::1) [19].

required information between nodes to implement tests,
diagnostics and support functions critical to the operations of IPv6.

These new IPv6 features improved network security in
many ways. For instance, IPsec protocol has been made
mandatory in the IPv6 where it was optional in IPv4
[20]. In contrast, these IPv6 options result in new security threats to the networks and expose IPv6 to attacks
based on these new features. Probing all the available
IPv6 addresses in a network is impracticable in IPv6
compared to IPv4 due to the large number of possible
IPv6 addresses. However, an attacker can use the multicast address feature as deﬁned in RFC 2375 [21], such as
the multicast address of All Routers (FF02::2). The
attacker might send only one packet to All Routers multicast address and all available routers will reply to the
packet, telling about its existence [22].

ICMPv6 is the basic protocol in IPv6 networks and every
node has to fully implement it to communicate using
IPv6 because IPv6 network operations require the use of
ICMPv6 messages for many important processes as
described in RFC 4443 [6]. However, ICMPv6 protocol is
considered as simple and has a lack of awareness of security. It is vulnerable to different types of attacks and
exploitation, including DoS, Man in the Middle (MitM),
and Scan attack [28]. There are security ﬂaws in the current design of ICMPv6, such as the multicast addresses
which can be misused by any user to perform reconnaissance attack by probing them. Blocking most of the
ICMPv4 messages was a common practice in IPv4 network administrators, whereas, IPv6 networks cannot use
this technique due to the important tasks of ICMPv6
messages (e.g. neighbour discovery, router discovery and
path maximum transmission unit discovery mechanisms)
[6].

There is no perfectly secure IPv6 network area even if it
is improved with several security features against attacks
[23]. Another potential area of DoS and DDoS attacks is
in the multi-functions of ICMPv6 [6] introduced in
IPv6. ICMPv6 allows a host to perform neighbour discovery via Duplicate Address detection (DAD) as part of
the process to automatically generate its IP address.
Other functions include the discovery of Path Maximum
Transmission Unit (PMTU), auto-conﬁguration mechanism, address resolution, etc. Unfortunately, all these
new features were designed for ease of use rather than
for security purposes. Hence, the trust between soliciting
and advertising hosts (routers and network devices alike)
is not well taken care of. Thus, a malicious adversary can
take advantage of this loophole to launch many types of
attacks (including DoS and DDoS) [24].

3. INTERNET CONTROL MESSAGE PROTOCOL
VERSION 6 (ICMPv6)
The Internet Control Message Protocol (ICMP) is part of
IPv4 protocol suite [25]. It is used for diagnostic, testing,
control purposes or generated in response to errors and
to report problems in IP communication operations
[26]. ICMPv4 is an optional and separated protocol from
IPv4 communication protocols, while ICMPv6 is considered as an integral protocol, which works directly at the
top of the IPv6 protocol [27]. The Next Header value for
ICMPv6 messages is 58. ICMPv6 messages can be categorized into two categories namely, error messages with
type value ranges from 1 to 127, and 128 to 255 for informational messages. Error messages are generated to
report any errors that occur during the delivery of a message. Informational messages allow the sharing of

4. NEIGHBOUR DISCOVERY PROTOCOL (NDP)
NDP is responsible for a group of important functions
related to other IPv6 nodes based on ICMPv6 messages.
For example, it is responsible for the auto-conﬁguration
process of IPv6 nodes. For instance, once an IPv6 node
plugs-in to a network, it is able to generate its own IPv6
address automatically using NDP protocol [5]. Although
NDP is a network layer protocol, it works for the communication of link local. The NDP mechanism depends
on ICMPv6 code 0 messages exchange between hosts
and host to router [6]. Exchanging NDP messages
between nodes, which are ICMPv6 messages, can be misused for performing attacks. Therefore, understanding
NDP working process helps in securing ICMPv6 protocol. NDP uses ﬁve types of ICMPv6 informational messages as explained in RFC 4861 [5] and shown in Table 1.

5. ICMPv6 DISTRIBUTED AND DENIAL OF
SERVICE (DoS AND DDoS) ATTACKS
DoS attack is considered as one of the most serious problems in today’s internet. DoS attacker aims to prevent a
service or to limit access of a legitimated user to a network or server. Normally, this attack is performed by
sending malformed packets to a victim’s machine or
overwhelming it with a large number of packets which
exceeds its ability to handle them [29,30]. DDoS is a
large-scale DOS and a more powerful technique to disrupt a user by sending the trafﬁc from multiple
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Table 1: NDP messages properties
Message name
Router solicitation (RS)

Type
133

Sender
Nodes

Receiver
All routers multicast-address (FF02::2)

Router advertisement (RA)

134

Routers

If RS is sent: sender of the RS
Otherwise: all-nodes multicast address (FF02::1)

Neighbour solicitation (NS)

135

Nodes

Solicited node or target node

Neighbour advertisement (NA)

136

Nodes

If NS is sent: sender of the NS
Otherwise: all-nodes multicast address (FF02::1)

Redirect messages (RM)

137

Routers

Nodes

compromised source machines to its machine. This variety of sources makes the detection of the attack more
complicated [2,6].
The only difference between DoS and DDoS attacks is in
the manner of their execution. Basically, a DoS attack is
launched from a single attacker’s station by either
exploiting vulnerabilities or ﬂooding its victim. On the
other hand, in DDoS attacks, multiple stations that can
reach the victim are used in an action similar to DoS
attack. These stations are known as botnets and can be
spread around the world, making DDoS attacks harder
to handle. Botnets are a group of stations infected by
malicious software that allows a single station (attacker)
to control them. Moreover, DoS and DDoS attacks can
be sourced from fake addresses to make its detection and
tracing more difﬁcult.
IPv6 is already used in various real networks to route
packets. For example, the number of users who reach
Google server using IPv6 address equals to 8% of all
users in August 2015 [31]. After IPv6 is practically
deployed in real networks, many reports have shown
that DoS and DDoS attacks are still possible in IPv6. A
security report from Akamai organization showed that
the number of DoS attacks in 2015 increased by 117%
compared to 2014 [32]. Barker [33] and Yang et al. [34]
showed that IPv6 is suffering from DoS attacks by performing different types of DoS attacks practically.
ICMPv6 is already acquired as a media for DoS and
DDoS attack [35]. Therefore, ICMPv6 protocol needs
more security improvements.
In general, DoS attacks are broadly classiﬁed into different groups based on different criteria. In [29], DoS
attacks are categorized based on four different criteria
which include (1) degree of automation of the attacks,
(2) exploited vulnerability of protocol, (3) rate dynamics
of attacks, and (4) impact of the attacks. First, based on

Properties
Sent from hosts asking router to send router
advertisement (RA) message
Sent from routers periodically or in response
to RS in order to advertise their presence
and link-speciﬁc parameters, e.g. link
preﬁxes, link MTU and hop limits
Sent by hosts to request another host’s MAC
address and for functions such as DAD and
NUD processes
Sent in response to NS messages. In addition,
if a host changes its MAC address, it sends
an unsolicited NA to advertise the new
address
Sent from routers to redirect trafﬁc of a user
from one path to another better path

the degree of automation, DoS attacks are further classiﬁed into three subgroups: manual, semiautomatic, and
automatic DoS attacks. Second, under the exploited vulnerability group, DoS attacks are classiﬁed into three
classes: ﬂood attacks, ampliﬁcation attacks, protocol
exploits attacks and malformed packet attacks. The third
classiﬁcation is based on the attack rate dynamics, which
is either a continuous rate or a variable rate. The last
classiﬁcation studied the attack’s impact on the targeted
network. These impacts can be disruptive or slowly
degrade the performance of the targets.
To provide a new perspective and insight about ICMPv6based DoS and DDoS attacks, we classiﬁed them based
on the exploited vulnerabilities used in the attacks. This
is used because it is directly related to DoS and DDoS
attacks. Therefore, ICMPv6 DoS attacks can be classiﬁed
as shown in Figure 2. First, DoS attacks can be performed by ﬂooding the victim with huge numbers of
ICMPv6 packets. Second, an attacker can use Smurf or
rSmurf (remote Smurf) way to overwhelm the victim,
known as ampliﬁcation attacks. Another way of DoS
attack depends on the ICMPv6 protocol exploitation
such as spooﬁng source address. ICMPv6 protocol

Figure 2: Categorization of ICMPv6-based DoS and DDoS attack
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exploitation attacks are classiﬁed based on the messages
used in them within redirect, neighbour discovery (NS,
NA) and router discovery (RS, RA).

5.1 ICMPv6 Flooding DoS and DDoS Attack
ICMP ﬂooding attack is considered as one of the most
common attacks in both IPv4 and IPv6 networks. It aims
to consume the bandwidth and resources of the targeted
host or router by drowning it with an excessive amount
of packets in a small period of time comparatively [11].
In such scenarios, the targeted device processes the
received trafﬁc as much as possible, eventually causing
the victim to be busy in handling the huge amount of
trafﬁc and stops serving the legitimate packets.
Flooding attack aims to overwhelm the victim with big
amounts of trafﬁc. These trafﬁc can be any ICMPv6
packets with a source address referring to another IPv6
node or to an used address [36]. Fabrication of source
address is used to avoid being detected by any detection
security mechanism. Practically, attackers can send a
huge number of ICMPv6 error notiﬁcation messages for
both routers and hosts to distribute their functions. Nevertheless, they can send any ICMPv6 informational messages such as ECHO reply, ECHO request, router
advertisement, neighbour advertisement (NA), neighbour solicitation (NS), and multicast listener discovery
messages for the same purpose [37].
The results of each ﬂooding DoS attack are distinct
according to the nature of the used packets and the targeted victim. Some of them affect only the targeted node
while others affect their victim plus other nodes. The second kind of ﬂooding has more damaging effect to the
network’s efﬁciency. For example, in case the target was
a host and the sent packets were NS from different
addresses, typically the host is going to reply each packet
with a NA packet. That causes a DoS attack (storm of
NS) to the victim’s machine as well as a storm of NA

Figure 3: Smurf attack
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packets in the network, which usurps its bandwidth and
other systems’ CPUs.

5.2 Ampliﬁcation ICMPv6-Based DoS and DDoS
Attacks
Although IPv6 tried to eliminate most of the ampliﬁcation attacks targeted in IPv4, there are still some possible
techniques that allow attackers to perform DoS and
DDoS ampliﬁcation attacks. The mentioned techniques
depend on the core ICMPv6 speciﬁcations, such as the
multicast address which is a deﬁned address representing
a group of IPv6 addresses [38]. This type of attacks is
named as ampliﬁcation because it allows the attacker to
generate excessive numbers of packets using a small
number of packets. These packets are ampliﬁed to a large
number of packets based on the multicast address feature. Ampliﬁcation attack is considered as one of the
unsolved threats common in IPv4 and still exists in IPv6
[39].
The most known example of ampliﬁcation attacks is
Smurf attacks based on the ICMPv6 multicast address
function. In Smurf attack, a DoS attack is performed by
sending an ECHO request packet to a multicast address
with a spoofed source address referring to the victim’s
address. The packet is received by all subscriber nodes of
the targeted multicast address, this causing all IPv6
addresses that are subscribed to the multicast group to
reply to the spoofed address (victim IP) and ﬂooding it
with a large number of ECHO reply packets. Thus, the
victim will be overwhelmed and cannot respond to the
normal activities [40]. Figure 3 illustrates an example of
Smurf attacks in the IPv6 network.
There is another type of ICMPv6 ampliﬁcation attack
called remote Smurf attack (rSmurf). rSmurf attack is
used to deny the services from all targeted networks as
follows: Attacker remotely sends an ECHO request
packet sources from a multicast IPv6 address, such as
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FF02::1 with a destination address referring to an address
in the targeted network. If the destination address exists,
it will reply by sending an ECHO reply packet to the
multicast address. That means a packet is sent to every
node subscribed to the multicast group. As a consequence, a storm of trafﬁc is generated in the victim’s network from one malicious packet [7].
5.3 DoS and DDoS Attack Based on ICMPv6 Protocol
Exploitation
This section focuses on DoS and DDoS attacks performed based on a misuse of ICMPv6 speciﬁcations. For
example, any node can claim that it is a router by sending an ICMPv6 router advertisement (RA) packet. This
feature allows attackers to perform MITM attacks by acting as a router for other users. The DoS and DDoS
attacks are performed by misusing the ICMPv6 protocol
features that are classiﬁed based on the packets used in
the attack. First, DoS and DDoS use router discovery
packets which are RS (ICMPv6 type 133) and RA
(ICMPv6 type 134). Second, DoS and DDoS use neighbour discovery packets which are NS (ICMPv6 type 135)
and NS (ICMPv6 type 136). Finally, DoS and DDoS
attack using redirect packet (ICMPv6 type 137).
5.3.1 Router Discovery (Routing Related) DoS and
DDoS Attacks
Router discovery process is related to the network layer
which is responsible for packets routing. In IPv6, routing is
initialized from hosts by sending an RS packet to allrouters multicast address (FF02::2). After that, an RA
packet is going to be sent from the default router (the
smallest metric router) to the host who sent the RS packet.
Basically, RA packets contain information needed by hosts,
such as speciﬁcations of the router, on-link preﬁx, and network parameters [14]. These two packets (RS and RA) can
be used to launch attacks that are as follows:
Default router is “killed”
Each node has to have a default routers table to list all the
available routers (regularly sent RA packets) in its network. Once a node has no record in this table (means no
available router), it will consider that all destinations are
on-link [5]. Based on this fact, the attacker might cheat
the victim by sending an RA packet with zero router lifetime with a spoofed source address (refers to the default
gateway router of the node). When the victim is cheated,
it is going to delete the router record because it believed
that the lifetime of the router is zero and it will start to
send all packets directly to the destination without a
router. Thus, in the case of out-link destinations, a DoS

attack happens between the victim and the real destination [1].
Bogus address conﬁguration preﬁx attack
Typically, when an IPv6 network does not have a DHCP
server, nodes generate their own addresses based on the
auto-conﬁguration process using subnet preﬁxes of RA
messages that are received from their default gateway
router [24]. Mainly, routers send RA messages periodically to all node addresses to update their information.
An attacker can craft an RA message with an invalid subnet preﬁx and send it to all nodes multicast address
(FF02::1) in order to cheat them. After that, the preﬁx is
used by the receivers to generate an invalid IPv6 address.
As a result, this invalid IPv6 address will prevent the victim node from communicating with any other nodes
(DoS attack) [34].
Bogus on-link preﬁx
This attack also uses RA packet sent from an attacker. It
is launched in the same way as the bogus address conﬁguration preﬁx attack. However, in this attack, the crafted
RA packet is used in order to convince the victim that an
arbitrary length preﬁx is on-link (in fact, it is out-link).
This basically means that whichever node that believes
will never send any packet to one of the addresses that
are generated from that preﬁx to the router because it
believes that they reside on the same subnet. Thus, this
causes a DoS attack between the victim and all addresses
of the used preﬁx [14].
Parameter spooﬁng
This attack also uses RA messages to cheat nodes. Basically,
RA messages contain information and ﬂags sent to nodes
to be used for sending packets later and to know whether it
has to use stateful address conﬁguration or not [5]. These
parameters can be forged by an attacker to prevent the victim from sending packets. In case the node believes the
RA’s wrong ﬂags and uses it, it will be unable to send its
packets. For example, an attacker sends an RA packet with
a small value of hop limit which causes the drop of the
packet before it reaches its destination [24].
5.3.2 Neighbour Discovery (Non-Routing Related) DoS
and DDoS Attacks
Neighbour discovery depends on two types of ICMPv6
packets, which are NS and NA. These two messages are
mainly responsible for the binding process between IPv6
address and MAC address, which was known as the
Address Resolution Protocol (ARP) process in IPv4 [5].
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In addition, the neighbour discovery process is used in
other functions, such as neighbour unreachability and
duplicate address detection. There are two DoS and
DDoS attacks based on neighbour discovery process:
Duplicate address detection DoS attack
Duplicate address detection (DAD) mechanism is used by
a node when it needs a new IPv6 address. It sends an NS
message to all nodes multicast address (FF02::1) to ensure
that no one is using the requested address. If no node
replies by NS packet, this technically means that the
requested IP is not occupied and it can be used [41]. Based
on this mechanism, attackers can respond each time to the
victim’s NS packets by replying with NA packets claiming
that it is using the requested IPv6 address. Another way to
reply is by sending an NS packet pretending that it is performing NS to the same requested address. Consequently,
the node (victim) is prevented from getting an IP address,
which means it cannot communicate with others and a
DoS is performed against it [28].
Neighbour unreachability detection failure
Neighbour unreachability detection (NUD) is a procedure invoked by a node when it stops receiving replies
from a peer node for a while. The node sends an NS
packet for the lost node address and waits for an NA
reply from it for a period of time. If nothing is received,
it will resend for a few more times, and when no NA is
received, it deletes the peer node record from its neighbour cache table [41]. The DoS attack can be launched if
a malicious node replies to each NS with an NA packet
claiming that the node is still active (but is indeed
unreachable) [34].

5.3.3 Redirect DoS and DDoS Attacks
Redirect message is an ICMPv6 message used to inform
nodes about a better path to a particular destination.
Router sends a redirect packet to a node to optimize the
routing process of its packet [42]. Nodes accept the redirect message when it comes from the MAC address of its
ﬁrst hop router. Unfortunately, an attacker can fabricate
a redirect message to be sourced with the MAC address
of the ﬁrst hop router of the victim in order to convince
it [43]. This attack causes DoS in two ways:
Victim’s trafﬁc can be redirected to a non-existent
MAC address that will prevent a legitimated user
from communicating with others, resulting in DoS.
Large amounts of data can be redirected to an existing MAC address (victim), therefore overwhelming it
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to consume its resources. This results in another kind
of DoS.
DoS and DDoS attacks are still possible in IPv6 in
many techniques. Some of these techniques were similar in IPv4 and are known as inherited techniques,
while others are attached with the new features which
came with IPv6 protocol. The most used vulnerability
in IPv6 for performing DoS or DDoS attacks is
ICMPv6 vulnerabilities which cannot be disabled in
networks (as was a common practice in IPv4) due to
its importance. Therefore, ICMPv6 needs more security adjustments as well as protection against these
attacks to avoid the threats that might be used to attack
IPv6 networks. In this section, ICMPv6 DoS and DDoS
attacks are classiﬁed based on their exploitation as
shown in Figure 2. This classiﬁcation is useful for
interested readers to give them a new perspective on
ICMPv6 attacks and help them understand what security requirements should be available in any ICMPv6
detection or protection technique.

6. EXISTING DEFENSE MECHANISMS OF ICMPv6BASED DoS and DDoS
As mentioned in Section 5, IPv6 is vulnerable to DoS and
DDoS attacks based on ICMPv6 packets. These vulnerabilities forced the developers of IPv6 to include security
mechanisms in IPv6 protocol-based communication. The
most common mechanism is IP Security (IPSec), which is
an integrated part installed within IPv6 protocol, unlike
IPv4 [14]. Even though IPSec provides end-to-end security level, it cannot be trustworthy due to its problem of
bootstrapping [44]. Therefore, many security approaches
were proposed to mitigate IPv6 threats generally and
some were proposed speciﬁcally for DoS and DDoS
attacks. For example, IETF proposed an extension for
NDP protocol called secure neighbour discovery (SeND)
[45] to protect all ICMPv6 packets used in NDP functionalities. This section provides a comprehensive classiﬁcation of the proposed approaches based on analyzing their
implantations as well as the actions taken against attackers. Thus, the defense mechanisms were mainly classiﬁed
into prevention and detection approaches. Figure 4 portrays the classiﬁcation of ICMPv6-based DoS and DDoS
attacks’ defense mechanisms.
6.1 Prevention Approaches for ICMPv6-Based DoS
and DDoS Attacks
In general, DoS or DDoS attack is not considered as a
stand-alone attack due to its dependence on other
attacks. In other words, an attacker needs to perform
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Figure 4: Classiﬁcation of ICMPv6-based DoS and DDoS attacks defense mechanisms

other attacks before performing a DoS or DDoS attack. If
these attacks succeed in redirecting a user’s trafﬁc to a
non-existing node or address, it will deﬁnitely result in
DoS about that user. Typical examples of these attacks
are IPv6 address spooﬁng, neighbour discovery poisoning, MAC address spooﬁng, MITM attacks, etc. Therefore, early prevention of these attacks makes DoS and
DDoS attacks more difﬁcult for attackers [1].

can be found in [48]. Notwithstanding all the advantages
of IPsec, it still cannot be considered as a trustworthy
mechanism due to its shortcomings. In [34], the author
tested IPv6 network with IPSec installed and concluded
that IPSec cannot solve security problems of IPv6 attacks
including DoS and DDoS attacks. Moreover, a number of
researches have highlighted disadvantages of IPSec which
can be summarized as follows:

Attack prevention approaches aim to stop an attack
before it happens. These approaches assume that the
source address of the malicious trafﬁc might be spoofed,
which is true in many situations of IPv6 attacks. Address
spooﬁng is used by attackers to hide their addresses in
order to avoid detection [46]. Another common assumption is that even the MAC address can be spoofed in
order to convince a node to accept some malicious trafﬁc. Therefore, most prevention techniques try to ensure
that addresses are not spoofed [1]. However, it is a difﬁcult task to deﬁne a ﬁltering rule which is able to differentiate malicious trafﬁc from legitimate trafﬁc
accurately. ICMPv6-based DoS mitigation methods can
be summarized as follows:

(1) IPSec depends on Internet Key Exchange (IKE)
which needs a valid IPv6 address. This IP address
cannot be provided during the initial phase of a
new IP generation process. This basically means
that the ICMPv6 messages, which are used to get a
new IPv6 address, will be sent without provided
security from IPSec [14].
(2) Most of the IPv6 users do not implement IPSec
because of the lack of knowledge about its conﬁguration and management [4].
(3) Using IPv6 makes the network administrator a
blind monitor because all the trafﬁc is sent
encrypted. Thus, the administrators cannot monitor the network or even apply any policies or rules
between any two IPv6 nodes [39].
(4) The cryptography used by IPSec is rather complex
and costs high resource consumption due to the
increased number of headers added by it [49].

Internet Protocol Security (IPSec)
IPSec is the ﬁrst prevention technique for IPv6 protocol.
It aims to provide IPv6 packets with authentication, integrity, and conﬁdentiality. IPsec utilizes two sub-protocols,
Encapsulation Security Payload (ESP) and Authentication
Header (AH), to provide the required security. IPsec
requires information about the two communicating nodes
before providing any security to the communication.
Security association (SA) is the required information that
describes how the security looks between the two nodes.
SA deﬁned a number of attributes, including secret keys
[47]. ICMPv6 DoS attacks can be prevented using IPSec
based on the fact that these attacks are performed using
spoofed source addresses [34]. The full details of IPSec

Secure Neighbour Discovery (SeND)
RFC 3971 [45] deﬁnes SeND approach as an internet
security standard that protects NDP messages. SeND
introduces options to be added to NDP header which
are, ﬁrst, Cryptographically Generated Addresses (CGA)
option to prevent address spooﬁng based on the public–
private key to be generated by all nodes. CGA is an
option used by SeND to verify the ownerships of the
used addresses by generated a new IP addresses based on
a one-way hash function applied on a public key from
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the node and other parameters such as network preﬁx.
Receivers verify the binding between the generated CGA
and IPv6 address by using the same one-way hash function. It is believed that SeND stops addresses spooﬁng
based on this option.
Another two options are nonce and timestamp to prevent
replay attacks against bi-directional messages such as NS/
NA and uni-directional messages such as unsolicited RAs
and redirects, respectively. The last option is RivestShamir-Adleman (RSA) signature option which aims to
provide integrity and authentication to the identity of
source address. Therefore, nodes have a pair of RSA
public and private keys and NDP messages are signed
with RSA option [50]. In spite of all the security options
offered by SeND protocol, it is still uncommonly used as
a security mechanism. One of the reasons for not being
widely deployed is the lack of implementation knowledge
offered in the RFC. This encouraged the researchers to
do more analysis and test for SeND practically.
Authors of [51] studied ICMP message in four scenarios,
including ICMPv4, pure NDP, SeND without RSA, and
full SeND. The conclusion of their study showed that
SeND increases the processing time of NDP messages by
99% compared to pure NDP. Moreover, it showed that
RSA signature is the main factor in increasing the processing time of SeND, which is a main part of it for ensuring integrity and authenticity of packets and SeND is
useless without RSA. Another work in [52] reviewed the
CGA option with different Sec bit values (used in CGA
computation). It showed that the CGA option increased
the computational time, especially when Sec value is
larger than 1. It also showed that SeND increases the
bandwidth consumption where it adds more than 1 kbit
overload for each packet.
In addition to the long processing time and bandwidth
consumption of SeND, it has other disadvantages. One
of them, based on the complex processes of SeND that
are used to calculate its option values, might cause DoS
attacks. Usually, SeND node proceeds 442 NS messages
in 1.43 second [53]. Based on this fact, an attacker can
send large amounts of packets to its victim with the four
SeND options, forcing it to handle the packets. The victim will be busy handling that amount of packets and
stop serving other packets. Moreover, the CGA cannot
verify the real identity of users and is also insufﬁcient to
ensure CGA address that belongs to a particular node.
Therefore, an attacker can change the CGA parameters
and steal NDP messages.
Source Address Validation Improvement (SAVI)
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SAVI is a prevention technique against address spooﬁng
in IPv6 that was proposed in 2013 by a number of
researchers from Tsinghua University [54]. The idea of
this technique is to build an information anchor to store
trusted details such as port number and MAC address in
each IPv6 node. SAVI prevents address spooﬁng by
binding each switch’s physical port with an IPv6 source
address or binding each MAC address, IPv6 address, and
switch port together. Based on this binding, SAVI ﬁlters
trafﬁc in the switches and only forwards the packets with
correctly matched details according to the stored information. Moreover, it has been combined with other prevention techniques to improve its efﬁciency. For
example, it has been implemented with SeND in [55,56]
to protect link-local addresses spooﬁng.
SAVI has possible threats and limitation challenges that
are preventing it from being applied in real networks.
Some of these threats and challenges are explained in
RFC 6959 [57]. For example, applying SAVI could be a
major problem with Stateless Address Auto-Conﬁguration
(SLAAC) due to nodes’ changing of addresses. Moreover,
it is normal for IPv6 devices to have more than one IPv6
address; therefore, SAVI binding is difﬁcult to be implemented in cases of multiple address devices. Another discouraging threat is that each SAVI device works
individually without any information exchange between
them. As a result, it exposes SAVI devices to trafﬁc spoofing when it is connected to a vulnerable device [58].
Finally, SAVI cannot handle ﬂooding DoS or DDoS
attack when it is launched by the real identity of the
attacker (registered in the anchor).
Router Advertisement guard (RA guard)
RA guard technique is proposed and explained in RFC
6105 [59] in 2011 to handle threats of RA messages. RA
guard is installed in layer-2 switches to ﬁlter trafﬁc based
on certain criteria. It compares its criteria with some
information extracted from IPv6 frames, such as MAC
source address, physical port, IPv6 source, and preﬁx list.
If the switch receives an RA message, it will decide to discard or forward it based on the comparison result.
Therefore, rules are needed to be applied to the switch in
order to determine the port that is connected to a router
so RA is allowed from it. The determination can be based
either on layer 2 conﬁgurations with conﬁgured access
rules or on dynamically learning procedures of RA senders during a learning period. Thus, RA Guard prevents
DoS attacks that are based on RA messages only and this
is one of its drawbacks. Moreover, it has more shortcomings as explained in [60,61] that prevented its implementation in IPv6 network. Those limitations are:
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(1) RA guard cannot provide any security protection
for devices connecting without cables such as WiFi devices.
(2) RA guard does not offer protection for the egress
direction of trafﬁc where it only monitors ingress
trafﬁc in switch ports.
(3) RA guard cannot be used on trunk ports with
merge mode of ports.
(4) RA guard ﬁltration can be spanned using different
extension header values. An attacker can use an
extension header to make it impossible for a layer2 device to identify ICMPv6 router advertisements.
(5) Common and cheap switches do not support RA
guard functionalities; therefore, the network
administrator needs to buy new expensive
switches.
The ﬁrst proposed approach is IPSec, which is an integrated part of IPv6 protocol aimed to prevent such DoS
and DDoS attacks. IPSec suffers from implementation
drawbacks, such as key exchanging problems during its
bootstrapping stage. Few prevention approaches were
proposed to replace IPSec. Some of them failed to be
trusted security mechanisms due to performance issues.
For instance, SeND approach uses complex signature
options and encryption methods which might take a
long time to prepare a single packet before sending.
Other approaches, such as SAVI and RA Guard, tried to
avoid the complexity of encryption by applying rules on
network trafﬁc. The SAVI approach tried to stop address
spooﬁng by binding MAC and IPv6 addresses. Nevertheless, normally an NIC card has more than one IPv6
address with the same Mac address, which is not allowed
in SAVI. Therefore, it is an impractical approach. RA
guard works only against RA messages’ attacks by applying rules on them to be allowed only from a certain physical port of the switch. Moreover, these kinds of rules are
only available in special switches where they are not supported in common and popular switches.
6.2 Detection Approaches for ICMPv6-Based DoS
and DDoS Attacks
After reviewing state-of-the-art prevention mechanisms
for preventing DoS and DDoS attacks, this section
presents another type of solutions which is attacks detection. DoS and DDoS attack detection is needed due to
several reasons. First, detecting DoS or DDoS attacks
before their actual damage helps legitimate users to get
more time to take proper reaction. Second, attacks detection helps in identifying the attacker, and hence legal
actions can be taken against them. Finally, detecting
attacks reduces bandwidth consumption that could be

wasted by the malicious trafﬁc. In this section, the existing detection techniques that are defending against
ICMPv6 DoS and DDoS attacks are discussed.
NDP Monitoring (NDPMon)
NDPMon [62] is a software tool developed based on
ArpWatch [63] which was used in IPv4 network monitoring. NDPMon uses a passive technique aimed to
detect NDP-based attacks, including DoS attack by monitoring NDP activities in networks, such as the appearance of a new address, non-local source address,
Ethernet address mismatch, node changes its Ethernet
address, node keeps changing between two different
IPv6 address, and node using old Ethernet address.
NDPMon constructs a database of NDP messages to
learn the legitimated activities allowed in the network.
After this learning phase, any suspicious activity will be
reported to the administrator.
NDPMon requires some information from the network
administrator about its network before it starts to work.
This information can be a list of legitimated routers in
the network and a list of authorized network preﬁx.
Moreover, it needs a long time before being applied to a
network for the learning phase. In case an attack with a
spoofed address started before the NDPMon tool, the
databases will record the spoofed addresses as legitimated addresses that will lead to false alarms [64]. In
addition, an experiment conducted by Herrera [65]
showed that NDPMon failed to detect DAD-based DoS
and spoofed RA/NA attacks.
Intrusion Detection System (IDS)
The presence of IPv6 threats brings new demands for
network protecting mechanisms against them. One of
the possible choices that might work in IPv6 network is
IPv4 IDSs, but it needs some adaptation to handle new
functions of IPv6, such as neighbour discovery, router
discovery, and auto-conﬁguration process [66]. Another
choice is to propose new IDSs that work exclusively for
IPv6 networks. Therefore, IDSs that support IPv6 came
in two main categories. The ﬁrst category is an upgraded
version from IPv4’s IDSs which is able to solve IPv6-speciﬁc threats. The second category contains new
approaches that are developed recently to solve IPv6
security issues. These IDSs do not support IPv4 attacks.
IPv6 IDSs
As aforementioned, IPv6 brought new main features that
are different from IPv4. Thus, most of IPv4 IDSs can no
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longer be used efﬁciently in IPv6. These differences open
the door for researches to propose new IDSs exclusively
for IPv6 threats. There are two new IPv6 IDS approaches
that have been proposed to detect ICMPv6 NA and NS
addresses spooﬁng. They depend on the anomaly of IPv6
attacks, such as a mismatching between IP Mac pairs to
detect addresses spooﬁng.
@ The ﬁrst approach was proposed by Barbhuiya et al.
[44] based on active techniques. This approach
deﬁnes two main algorithms called NS handler and
NA handler to detect spooﬁng of NS and NA source
addresses, respectively. Also, it stores information
extracted from network trafﬁc in six database tables,
named as NS table, NA table, probe table, authenticated table, log table, and unsolicited table. It sends
a probe packet to validate a non-recorded pair of
MAC IP of NA or NS packet.
@ A similar active technique was proposed by Bansal
et al. [67] based on Multicast Listener Discovery
(MLD) protocol to detect spooﬁng of ICMPv6 NA
or NS source addresses. MLD is used in IPv6 networks by routers to know the listener for each multicast address. Since this approach uses MLD, it
does not add any trafﬁc overload to the network
because MLD is already an existing protocol in IPv6
networks. It uses four tables which are IP MAC
table, DAD table, DOS table, and log table to collect
extracted information from the network trafﬁc.
These two active mechanisms use many tables in addition to the already existing tables of NDP process. NDP
process has four tables which are the neighbour chase,
destination chase, default routers list, and preﬁx list.
Barbhuiya et al. approach adds six more tables, while
Bansal et al. approach adds four tables, so there are at
least eight tables in each IPv6 node to prevent DoS and
DDoS attacks. These tables add an overload to the nodes’
CPU resources as well as consume more processing time.
Moreover, there are other DoS threats that can be
launched by other than NA and NS packets (such as RA
and RS) which are not included here. Also, false-positive
alarms can be reported in case of a change in node’s NIC

Figure 5: Snort IDS architecture [73]
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because that creates a conﬂict between MAC and IPv6
addresses. Additionally, fragmenting the ICMPv6 packets can be used to evade these detection mechanisms
[68,69].
Upgraded IPv4 IDSs
In addition to the new IDSs for IPv6, a few IPv4 IDSs
were upgraded to support IPv6 and detect the new
attacks. So far, there is little effort to expand the current
set of IDSs to support IPv6 protocol [25] due to the lack
of demand by IPv6 users and due to the lack of experience in industrial companies that develop IDSs. Owners
of three IPv4 IDSs have upgraded their tools to support
IPv6 networks which are Snort, BRO, and Suricata. This
subsection explains more about these three IDSs.
@ Snort [70] is an open source, ﬂexible, multi-platform
IDS developed by Sourceﬁre. It detects intrusion based
on the two common detection techniques which are
attack signature and anomaly. It is considered as one
of the most commonly deployed IDS tools worldwide
[71]. Snort architecture consists of four stages as
shown in Figure 5. First, the packets decoder stage
which is used to ﬁt the captured trafﬁc into the data
structure needed by the next stage. The preprocessor
stage is the most important stage where it identiﬁes
suspicious activities (listed in [72]) in the network.
The third stage is the detection engine that is used to
identify patterns based on a rule text ﬁle updated by a
Snort user. The last stage is responsible for formatting
and sending alert notiﬁcations to the user.
A few reviews and evaluations have been done on Snort
for detecting IPv6 attacks. Sch€
utte [73] concluded that
Snort cannot solve fundamental problems such as DoS
and insecure Ethernet. Moreover, Atlasis and Rey [74]
discussed Snort issues and showed that it can be evaded
in two ways: (1) if the number of fragments sent is more
than 10 even if the Next Header of the last fragment was
wrong; (2) if nine or more destination option headers
are used and sent in an unfragmented packet. Another
review was done by Gehrke [75] by conducting different
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performed attacks, less than Snort. Moreover, it concluded that BRO is not yet ready to be trusted for the
detection of IPv6 attacks. In Gehrke’s experiment, BRO
failed to detect many DoS attacks, such as ﬂooding and
rogue routers. Moya [77], in his experiment, showed that
BRO is a slow IDS, by measuring the time needed by it
and Snort to handle particular rules. He concluded that
BRO needs more than double the time Snort needs to
analyse the same rules.

Figure 6: BRO IDS architecture

attacks in a network with Snort IDS installed. It showed
that Snort detected only 52% of the attacks where it did
not detect attacks such as DoS attack by announcing
fake router using a fabricated RA message.
 BRO [23] is an open source, Unix-based IDS that
detects attacks by passively monitoring a network
trafﬁc, looking for any suspicious activities. It
extracts application-level semantics from the network trafﬁc, and then compares the extracted activities to patterns that are considered as suspicions
[76]. BRO works based on three stages as shown in
Figure 6, starting with the capturing of packets from
the network concerned. Then, the event engine
stage checks the packet header to ensure that it is
well formatted. In addition, it generates an event in
case of intrusion signature matching. At the last
stage, it executes a script written by BRO’s special
language and generates notiﬁcations if a match happens [77].

 Suricata [78] is an open source IDS, developed by
the Open Information Security Foundation (OISF).
Suricata is considered as one of the fastest IDSs due
to the multithreading techniques that are used in its
detection. Moreover, it uses both signature- and
anomaly-based detection techniques [79]. It aims to
replace Snort by overcoming its development and
architecture limitations. Therefore, it introduced
new and experimental features, such as parallelism
and multicore support, within its implementations.
As shown in Figure 7, it uses the same concept of
stages in Snort except that it executes the detection
pipeline stage in separated threads.
Several tests were conducted to test Suricata in Atlasis
and Rey [74]. It found out that it can be evaded in the
following cases: (1) if an IPv6 destination option header
is used as a part of the fragmented packet; (2) if it is padded with more than six octets of bytes in the end; (3) or,
the datagram is fragmented into more than seven pieces
and sent out of order. Moreover, nested fragmentation
and transferring big amounts of arbitrary data cannot be
successfully detected by Suricata as mentioned in [80].
Moreover, Suricata has a big memory usage compared to
the other two IDSs as shown in an experiment accomplished by Pihelgas [81].
Packet marking

BRO started to support IPv6 since version 0.8 was
released in 2003. In order to know how valid it is for
IPv6, a few researchers conducted experiments on it.
One of them was conducted on snorts, also by Gehrke
[75]. It showed that BRO detected only 8% of the

Figure 7: Suricata IDS architecture

Usually, DoS and DDoS attackers hide their identities to
make the detection process more difﬁcult and cause
more damages to a victim. Attackers can easily spoof
IPv6 addresses and use fake addresses instead of them.
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Table 2: Summary of the existing defense approaches
Approach name
Internet Protocol Security (IPSec) [83]

Secure Neighbour Discovery (SeND) [45]

Source Address Validation Improvement (SAVI) [54]
Router Advertisement Guard (RA Guard) [59]

NDP Monitoring (NDPMon) [62]
IPv6 IDSs [44,67]

Upgraded IPv4 IDSs [23,72,78]

Packet Marking [82]

Issues
Prevention approaches
 Key exchange problem in bootstrapping
 Knowledge limitations of its conﬁguration and management
 Makes network administrator as a blind monitor
 Use complex cryptography
 Too complex
 Consumes more bandwidth
 Lack of source addresses validation
 Not applicable for all OS
 It can be the reason for DoS attacks
 Once anchor is spoofed, SAVI opens new attack vector
 Hard to be implemented in case of multiple address devices and stateless auto-conﬁguration
 Useless when DoS comes from real IPv6 address
 Cannot be used on trunk ports
 Common and cheap switches do not support RA guard functionalities
 Does not support non-cable devices
 Works only against RA messages DoS and DDoS attacks of egress direction trafﬁc
Detection approaches
 Depends on network administrator to give information
 Learning phase needs a long time
 Can be falsiﬁed if attacks started before applying it
 Add more overload to CPU and resources
 Add more time for NDP process
 Work only against NS/NA messages DoS attack
 NIC address changing causes false positive alarm
 Can be avoided using fragmentation header
 Some of them cannot detect DoS and DDoS attack such as Snort and BRO.
 Can be evaded using extension header, fragmentation, and destination header options.
 Consumes large amount of memory such as Suricata
 Need a long time to analysis its rules such as BRO.
 Add overload in routers
 Useless when attack perfumed by real address or insider attack
 Time gap between detection and learning phase

Based on these facts, An and Kim proposed a DoS
detection approach called Real-Time IP Checking and
Packet Marking [82]. It depends on routers for classifying packets as normal and abnormal based on their
addresses. Since NDP protocol is a local protocol, IPv6
addresses in its header should be for local nodes. Based
on this fact, the approach marks a packet as normal in
case it belongs to a used local address; otherwise, it is
suspicious. For suspicious packets, the router stores
them in a packet buffer, and then sends an NS packet to
ensure that its address really exists or is not based on
the reply.
An and Kim approach supports the provision of quality
of services feature to the trafﬁc based on the proven priority from the approach. Packets with known IPv6
addresses (used in the network) get a high-priority treatment while the packets with unknown IPv6 addresses
(not used in the network) get lower priority and can be
discarded. However, this approach has many shortcomings, such as it adds more tasks to routers by queueing
the packets, sending NS packets and then waits for the
replies. This overload exposes routers to DoS attacks.
Moreover, in case a DoS attack is performed from a real
user’s address, it cannot be detected. Additionally, there
is a time needed for the learning phase to build node IP

table by the router before the real detection starts. Thus,
attacks can be launched within this time gap.
Table 2 summarizes the existing approaches and tools
that are proposed to solve ICMPv6-based DoS and
DDoS attacks.
6.3. Summary
After researchers and security companies realized that
there is a real need to secure ICMPv6 messages and IPv6
protocol in general, they started to take actions to propose security solutions for such a problem. Some of these
solutions depend on cryptography to avoid spooﬁng of
IPv6 addresses. However, evaluations of such solutions
showed that they suffered from time consumption and
can be themselves the reason for the DoS and DDoS.
Other researches applied speciﬁc rules as solutions in
network trafﬁc to either prevent the attacks or detect any
attempts by monitoring the trafﬁc. These kinds of
researches suffer from low accuracy because they do not
consider all features of attacks, which contribute in
detecting DoS and DDoS attacks. Furthermore, a few solutions were proposed to work against a speciﬁc kind of
DoS and DDoS attack. Thus, they cannot be generalized
as standard securing mechanisms.
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Table 3: Existing tools for ICMPv6-based DoS and DDoS attacks
The Hacker’s Choice (THC) IPv6 [84]
A complete toolkit developed by Marc Heuse for testing purpose. THC is
considered as the most common IPv6 testing tool. It has the ability to
perform several kinds of IPv6 attacks, including DoS and DDoS. THC
depends on many command lines; each of them performs for different
kind of attacks. Some of these commands perform DoS or DDoS attacks

Tribe Flood Network (TFN and TFN2k) [85]
TFN is a command line interface tool. TFN2k is considered as more advanced
version of TFN as it can launch attacks from spoofed source address [86]
SI6 network [87]
SI6is a set of IPv6 testing and troubleshooting toolkit. It can send arbitrary
packets, including ICMPv6 messages. Therefore, attackers can fabricate a
malicious packet using it to perform DoS attack
Evil Foca [88]
Evil Foca is a GUI attacking tool, performs attacks in both IPv4 and IPv6
protocols. It is capable of performing DoS and MITM attacks
Scapy [89]
Scapy is a Python-based packet manipulation program. It does not impose
any semantic rules, so the programmer is free to build packets in any way
which can be illegal packets
Router advertisement Daemon RADVD [90]
RADVD is a Linux open source tool used to send RA messages. Users can
specify network preﬁx, lifetime, and frequency of sending RA messages

This review of all the proposed solutions shows that each
one has its drawbacks in detecting DoS and DDoS
attacks. Table 2 lists some of these drawbacks. We concluded that there is still much work to be done before the
existing solutions are ready to meet the demands of
everyday consumption. Also, by reviewing the existing
solutions, we realized that each solution has its strengths
in many ways of securing IPv6 networks. Therefore, DoS
and DDoS might be solved if one or more of the available
mechanisms form a hybrid, which might contribute to
the detection process and gain a better security mechanism. This hybridization should take advantages of the
strengths as well avoid the drawbacks of the existing
techniques.

7. EXISTING TOOLS FOR ICMPv6-BASED DOS
AND DDOS ATTACKS
There are several tools available to launch DoS and
DDoS attacks in IPv6 network based on ICMPv6 packets. Some of these tools were proposed in good faith to

Fake_router6: sends a RA message with the highest priority (small metric) to
a victim announcing itself as a router
Redir6: redirects victim’s trafﬁc to attacker node. It results in a DoS attack
when no valid router MAC address is speciﬁed in the redirect packet to
handle the trafﬁc
Dos-new-ip6: performs DAD-DoS attack by replying any NS packets asking
about an address to use. The attacker claims that it is using that IPv6
address each time
Flood_router6, Flood_advertise6/26 and Flood_solicitate6: overwhelms a
targeted network with a big number of RA, NA, and NS, respectively. The
packets are sent from fake source addresses to FF02::1
Smurf6: performs smurf DoS attack by sending packet to FF02::1 with
spoofed source address (refers to a victim address)
Rsmurf6: performs remote DoS attack to a victim network by sending
spoofed packet from source address FF02::1
Denial6: sends huge number of packets to particular IPv6 address to cause
DoS attack to that IPv6
Both tools have the ability to perform various DoS attacks such as ICMP
ﬂood, and Smurf attack in IPv6 network using command lines. For
example: ‘i’ command in TFN2K performs Smurf to a victim IPv6 address
It has the ability to alter and send all ICMPv6 messages with the following
commands:
ICMP6: used to perform attacks based on error messages
Na6, Ni6, Ns6, Ra6, Rd6, Rs6: alters and sends NA, ICMPv6, NS, RA, redirect,
and RS messages, respectively
Evil Foca provides the user the ability to perform DoS attack based on
Stateless address auto-conﬁguration (SLAAC). It sends a vast number of RA
packets to the victim IPv6 address from fake source addresses
It is used to create any type of packets (realistic and unrealistic). Used to
manipulate fragmentation and Next Headers in order to avoid some
detection methods such as IDS. Moreover, it can be used for ﬂooding
attack where it is able to send hundreds of packets per second
Since RADVD gives the chance to send RA messages, it can be used in a
malicious faith by sending fabricated RA messages to fraud the victim. This
mechanism performs DoS attack by announcing a bad preﬁx to the users
convincing them to generate invalid IPv6 addresses for them [91]

conduct testing and validation purposes by researchers
who propose new securing mechanisms. Meanwhile, bad
faith hackers developed other tools for attacking purposes including DoS and DDoS. Moreover, all these tools
are available online and can be easily obtained to be used
in performing these attacks. Table 3 summarizes some of
the most commonly and efﬁciently used tools.

8. CONCLUSIONS
Blocking ICMP protocol was a commonly used action in
IPv4 networks to avoid its vulnerabilities. In contrast, it
cannot be totally clocked in IPv6 networks due to its
important functionalities which are compulsory for any
IPv6 node to use IPv6 probably [7]. Unfortunately,
ICMPv6 is abused for malicious purposes in order to
attack IPv6 networks. Undoubtedly, one of the most serious attacks is DoS and DDoS, which can be based on
ICMPv6 messages where it has adverse effects on network functionality. ICMPv6 messages can be used to
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deny networks’ services in many ways, such as ﬂooding
attack which negatively affects networks’ performance.
In this paper, we have tried to show a clear view of DoS
and DDoS attacks based on ICMPv6 messages and the
numerous defense solutions that have been proposed for
such attacks. This clear view of the problem helps in
ﬁnding more effective solutions to solve such a security
problem. This paper presents different scopes of ICMPv6
security issues and speciﬁcally DoS and DDoS attacks
using ICMPv6 messages. Additionally, it categorizes
ICMPv6-based DoS and DDoS attacks into three main
categories based on ICMPv6 protocol exploited vulnerabilities. Several existing approached that were proposed
to mitigate these attacks were investigated by showing
the strengths and drawbacks of each one. The existing
approaches were classiﬁed in this review according to
their actions against the attacks where it can be a prevention or detection reaction.
As a main conclusion, ICMPv6 protocol is still vulnerable to DoS and DDoS attacks using different techniques
due to the shortcomings of its current defense mechanisms. Furthermore, some of the existing mechanisms
can be the reason for DoS or DDoS attack themselves,
such as SeND approach. Therefore, ICMPv6 security
vulnerabilities must be considered prior to any real
deployment of any solutions. Thus, in this work, a survey
to improve the understanding of the detection methodologies of ICMPv6-based DoS and DDoS attacks is presented with a focus on the open issues within each
category of the detection taxonomy provided earlier.
This literature provides evidence to many cases where
the existing approaches still have some limitations
related to the performance complexity and the covered
attacks. Therefore, there is still a need for new
approaches toward the detection of ICMPv6-based DoS
and DDoS attacks. This review also shows that each of
the existing approaches has its strength in many ways as
well as its weaknesses. Therefore, from reviewing the
existing solutions, we are suggesting a combination of
two or more of the existing techniques to take advantage
of their strengths as well as avoid their weaknesses.
Hybridization of two or more of the existing approaches
may help the research community to produce better tools
and techniques for mitigating the threat of ICMPv6based DoS and DDoS attacks.
In addition, Artiﬁcial Intelligence (AI) is the only area
which has not been applied for proposing mitigation
mechanisms for such ICMPv6-based DoS and DDoS
attacks. AI techniques were being widely used by IDS
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researchers in IPv4 due to their capabilities and proved
their efﬁciency in such problems. Therefore, the AI trend
has the potential to be a promising area to be applied in
order to get a novel and efﬁcient mitigation mechanism.
Moreover, the AI technique helps IDS systems to detect
unknown attacks where it has the ability to detect intrusions that have not been seen before, which are called
“Zero Day” attacks. This feature is important for IDSs to
be able to predict future attacks as well as reduce false
alarm rates.
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